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Abstract. The development of information technology continues to highlight the importance
of ensuring the security of information resources. The increasing number of various types of
information threats complicates the detection of attacks. The objective of the study is to apply
artificial intelligence methods for attack detection while minimizing the number of traffic features
to achieve the required detection quality. To train Al, it is necessary to create a high-quality
dataset that allows for the accurate identification of attack features in network traffic. The
proposed approach uses Al trained on the UNSW-NB 15 dataset, which includes nine types of
network attacks: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode, and Worms. For implementation, Python is used with the Pytorch and Pandas libraries
for data processing. An analysis of the software module's performance was conducted, along with
the application of binary evaluation methods such as the Kappa Coefficient and the Jaccard Index.
The effectiveness of the proposed Al model is evaluated using classification metrics: Accuracy,
Precision, Recall, and F1 Score. Testing of the developed model with different sets of features
revealed that the model achieves high-quality prediction of anomalous traffic when using five
selected features. The performance of the Al model was assessed using the Kappa Coefficient and
the Jaccard Index. Effective classification thresholds were calculated based on the results,
improving the quality of anomalous traffic prediction. The evaluation results show that the
developed model, trained on the UNSW-NB 15 dataset, can accurately detect traffic anomalies,
thereby contributing to the information security of information resources.

Keywords: network traffic, artificial intelligence, neural networks, attack detection, dataset,
UNSW-NB, Kappa Coefficient, Jaccard Index.

Introduction

The application of information technologies is growing at a rapid pace today. This digital
transformation has led to a range of security issues. According to data from the State Technical
Service for the first quarter of the current year, over 16 million cyberattacks were blocked using
the Unified Internet Access Gateway (UIAG). Among the identified cases of malware distribution,
a total of 9,586 instances were registered and processed, with 2,795 in January, 1,317 in February,
and 5,474 in March [1].

Gartner has released a new report on technologies used in everyday information security
practices, showing that ITDR (ldentity Threat Detection and Response) has reached the peak of
inflated expectations in the Hype Cycle for Security Operations, 2024 [2].
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According to data from Positive Technologies, the number of incidents increased by 7% in
the first quarter of 2024 compared to the previous quarter. One of the most common outcomes of
successful cyberattacks was the leakage of confidential information, which accounted for 72% of
incidents involving individuals and 54% involving organizations. Additionally, cybersecurity
researchers from Secure Works observed a rise in domains registered with keywords related to
obituaries. Cybercriminals used artificially generated obituaries to attract potential victims. Their
targets included compromising the personal data of website visitors, stealing money under the
guise of donations for fictitious causes, and infecting devices with malware [3].

All these incidents are linked to the fact that modern attack scenarios are characterized by
high complexity, multi-stage processes, and automation. Attackers possess advanced technical
skills and actively employ artificial intelligence methods. The increasing frequency of attacks
necessitates a reassessment of protection strategies and the adoption of cutting-edge technologies
for network traffic analysis during the early stages of developing security solutions.

Materials and Methods.

Analyze the dataset

Analyzing network traffic for threat and anomaly detection requires processing large
volumes of data in real-time. One approach to addressing this challenge is the use of Artificial
Intelligence (Al). The network should incorporate various types of Al and be pre-trained for the
system's operation. These conditions will help mitigate the complexities associated with applying
Al for attack recognition in network traffic [4].

The paper aims to apply artificial intelligence methods for detecting attacks while
minimizing the number of traffic features to achieve the desired detection quality. To achieve this
goal, the following tasks need to be addressed: 1. Analyze the UNSW-NB 15 dataset [5] to identify
the most significant features that will aid in detecting anomalous traffic associated with various
attacks; 2. Determine the model parameters for constructing a neural network in accordance with
the selected training methodology and prepare the necessary software; 3. Test the developed
anomaly detection module for different sets of input features; 4. Evaluate the performance of the
software module, considering effective threshold selection and applying binary evaluation
methods such as the Kappa coefficient and the Jaccard index.

For training and testing the developed neural network model, the UNSW-NB 15 dataset was
used, which is freely accessible [5]. UNSW-NB 15 is a dataset of network traffic created using the
IXIA PerfectStorm tool in the Cyber Range laboratory of the Australian Centre for Cyber Security
(ACCS). This dataset includes both normal traffic and traffic associated with one of nine types of
network attacks: Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance,
Shellcode, and Worms. The dataset contains separate training and testing sets in *.csv format, with
171,716 and 82,331 records, respectively. For the classification task, a combined dataset was
created from the original training and testing sets, containing a total of 254,047 records. A snippet
of the UNSW-NB 15 dataset is shown in Figure 1.
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Figure 1 — The source dataset UNSW-NB 15
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The UNSW-NB 15 dataset includes both numerical and categorical values. For the neural
network to function properly, all features must be represented in numerical format. Feature
selection, which is crucial for the binary classification task, plays a key role in ensuring the
performance and accuracy of the traffic anomaly detection model [6]. The UNSW-NB 15 dataset
contains 40 features, some of which are irrelevant, weakly correlated, or partially redundant,
potentially impacting the quality of the traffic anomaly detection model. To identify the most
informative features, a correlation matrix (Figure 2) was constructed based on Pearson correlation
coefficients [7], using the training dataset. The Pearson correlation coefficient is calculated as the
ratio of the covariance of two variables to the product of their standard deviations, where
covariance is defined as the expected value of the product of deviations of the variables from their
mean values (1).

cov(x,y) (=% yi=y)
rxy = = = ) (1)
55~ s mor

where X, y - are the mean values of the vectors x and y; s_x"2, s_y"2 - are the variances of the
vectors x and y.

The correlation coefficient can range from -1 to 1. The greater the absolute value of the
coefficient, the stronger the correlation between the variables. A value close to 0 indicates a weak
correlation. If the correlation coefficient is between 0 and 1, it signifies a positive correlation,
whereas a value between -1 and 0 indicates a negative correlation. A value of 1 means a perfect
positive correlation between two variables, -1 indicates a perfect negative correlation, and 0
denotes no correlation.
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Figure 2 — The correlation matrix based on Pearson correlation coefficients for 40 features

As a result of using the correlation matrix, the 40 features were sorted in descending order
of their correlation coefficients and summarized in Table 1.
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Table 1 — Results of Traffic Feature Ranking

Ne | feature | Ne feature Ne feature Ne feature
1 dur 11 Dpkts 21 Djit 31 ct_flw_http_mthd
2 shytes 12 swin 22 Stime 32 is_ftp_login
3 dbytes 13 dwin 23 Ltime 33 ct ftp cmd
4 sttl 14 stcpb 24 Sintpkt 34 ct srv _src
5 dttl 15 dtcpb 25 Dintpkt 35 ct_srv_dst
6 sloss 16 smeansz 26 teprtt 36 ct_dst_Itm
7 dloss 17 dmeansz 27 synack 37 ct src_Itm
8 Sload 18 | trans depth | 28 ackdat 38 ct_src_dport_Itm
9 Dload 19 | res_bdy len | 29 is_smr_tisps_po 39 ct_dst_sport_Itm
10 Spkts 20 Sjit 30 ct_state ttl 40 ct dst src_Itm

Neural Network Model

The architecture of the created neural network is shown in Fig. 3. The neural network model
is implemented in Python using the PyTorch machine learning framework [9]. Data preprocessing
and metric calculations for classification quality evaluation were performed using the Scikit-learn
[10] and Pandas [11] libraries.

The development was carried out in the specialized online environment Kaggle [12].

The input layer consists of 3 neurons. Each neuron receives binary data (0 or 1) representing
various features of the input message, such as the presence of certain words or other characteristics
of the text. The hidden layer contains 3 neurons. Each neuron receives a linear combination of
input signals, which is weighted. After summing the signals, a sigmoid activation function is
applied, which limits the output value to a range from 0 to 1. The weights are changed during the
training process to improve the accuracy of predictions. The output layer consists of a single
neuron. This neuron takes values from the hidden layer and also uses the sigmoid activation
function. The implementation of the neural network model is calculated in the MS Excel program
(Figure 3).

el2=0,69928
§12= 0,14705

sum  fi2

0,84385 0,69928

x1 wlll= 0,62195 w211= 0,80588 w31l= 1,43062 ell= 0,07609 wll2= 0,51745
wnews= 0,62195 wnews= 0,80588 wnews= 1,43063 611= 0,01902 wnews= 0,46533
0,62185 0,80588 1,43063 0,51745

x2 wl2l= 0,8846 w221=0,6202 w321= 0,6833 e21= 0,03561 wl122=0,24214
0,8846 0,6202 0,6833 §21= 0,0089 wnew= 0,19067
0,8846 0,6202 0,6833 0,24214

Figure 3 — Proposed neural network architecture
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The neural network is trained using the backpropagation method. The purpose of training is
to minimize the error between the predicted result and the actual label. During training, the weights
of the neurons are adjusted to improve predictions. The main parameters of the model:

- The number of input neurons is 3;

- The number of neurons in the hidden layer is 3;

- Number of output neurons — 1;

- Activation function - sigmoid function;

- Learning algorithm - error propagation back;

- Learning rate (a): 0.7.

After completing the training, the neural network is able to accept new input data and make
predictions based on the trained weights.

Neural Network Models in Literature

The 1950s marked the beginning of artificial intelligence, and recent advancements in this
field have significantly driven manufacturing innovations. Despite the clear benefits of Al
technologies, their use has sparked debates over potential misuse [13]. Al is a branch of computer
science focused on developing theories, methods, technologies, and systems to model human
intelligence and integrate it into machines [14]. The primary goal of Al is to endow machines with
capabilities similar to human intelligence. Machine learning is a method of implementing Al
through algorithms that analyze data and learn from it. Deep learning, in turn, is a technology
within machine learning that enhances the scope of Al applications [15]. The essence of Al lies in
the idea that human intelligence can be precisely described, allowing its reproduction by machines
and software [16].

Bindra and Sood investigated six machine learning (ML) methods — LR, KNN, RF, NB,
linear SVM, and linear discriminant analysis (LDA) — to determine the most effective method for
detecting DDoS attacks [17]. Testing on the CIC IDS dataset revealed that the RF technique
achieved the best results with an accuracy of 96.5%, outperforming all other methods. Similarly,
Chavan et al. assessed the effectiveness of four ML methods — KNN, SVM, DT, and LR — for
detecting DDoS attacks [18]. Among these methods, LR achieved the highest accuracy of 90.4%,
surpassing the other techniques. Ensemble methods generally provide higher accuracy compared
to base classifiers. Consequently, Das, Saikat, et al. [19] proposed an ensemble model that
combines four base ML methods — Multilayer Perceptron (MLP), SVM, KNN, and DT.
Experiments conducted on the NSL-KDD dataset showed that the ensemble classifier
outperformed the individual classifiers used in the same study.

In [20] and [21], machine learning has been applied for classifying network traffic to detect
anomalies. The issue of non-binary network traffic classification during attack detection has also
been addressed. Authors [22] conducted a comprehensive evaluation of datasets using the CSE-
CIC-1DS2018 dataset and developed a generation model to create a reliable benchmark dataset for
IDS and IPS. Data corresponding to normal traffic as well as two types of attacks—DDOS and
Infiltration—were selected from this dataset. In the DDOS attack scenario, an attempt is made to
cause a denial of service by overwhelming the server with excessive load. In the Infiltration attack
scenario, the objective is to gain remote access to a workstation within the targeted network.

In the study [23], an Al algorithm for developing cyberattack detection systems in a Wireless
Sensor Network (WSN) is examined (Figure 4).
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Figure 4 — Data description [23]

The study also proposes several classification methods for detecting cyberattacks in WSN,
including Squirrel Search Optimized Probabilistic Neural Network (SSOPNN), Gaussian Naive
Bayes (Gaussian NB), K-Nearest Neighbors (KNN), and Random Forest (RF). A comparative
analysis of these methods is presented in the study, using metrics such as detection rate, false
positive rate, false negative rate, and average prediction time per sample.

Aslam, N. et al. [24] propose using machine learning (ML) and deep learning (DL) for
detecting DDoS attacks in Software-Defined Networking (SDN) in their research. The study
develops a taxonomy of solutions for protecting against DDoS attacks. Based on an analysis of
260 scientific articles, 132 papers were selected based on ML and DL solutions for detecting DDoS
attacks in SDN. The study suggests security challenges and the development of new protection
methods for SDN.

Bolshakov, A.S. et al. [8], an analysis of the dataset was conducted using Pearson correlation
coefficients, which allowed for the ranking of these coefficients. A neural network architecture
with a sigmoid activation function was developed, effectively addressing the binary classification
problem, and the choice of model parameters was justified. The performance of the neural network
model was evaluated using ROC and PR curves. Based on the area under the ROC curve (AUC-
ROC), optimal classification thresholds were determined, leading to an improvement in the quality
of traffic anomaly prediction.

Research Gap and Contribution

Existing studies predominantly rely on classical ML algorithms or isolated deep learning
models without systematically evaluating the impact of feature selection on performance.
Furthermore, comprehensive comparisons of state-of-the-art DL architectures on recent, high-
quality datasets such as UNSW-NB15 remain limited.

The present study addresses these limitations by implementing a hybrid approach that
combines correlation matrix-based feature selection with multiple deep learning models, including
CNN, LSTM, GRU, MLP, and RNN. The experimental results demonstrate that the CNN model
achieved the highest accuracy (99.21%), significantly surpassing the performance metrics reported
in prior studies. The use of UNSW-NB15, a dataset with more diverse and realistic traffic
scenarios, enhances the generalizability of the findings. Additionally, the study introduces
evaluation metrics such as the Kappa Coefficient and Jaccard Index, offering a more nuanced
assessment of model reliability. The highest F1-scores achieved were 0.97 (Kappa) and 0.95
(Jaccard), reinforcing the robustness of the proposed method in distinguishing normal and
anomalous traffic patterns.

Results.

The developed neural network model was tested with varying numbers of features as shown
in Table 1, using a learning rate of 0.001.
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The model was trained for 30 epochs. After training, the effectiveness of the neural network
was evaluated on a test dataset. The obtained confusion matrix results and their values - TP, TN,
FP, FN - formed the basis for calculating classification quality metrics [25].

True Positive (TP): The number of samples correctly predicted as anomalous.

True Negative (TN): The number of samples correctly predicted as normal.

False Positive (FP): The number of samples incorrectly predicted as anomalous.

False Negative (FN): The number of samples incorrectly predicted as normal.
Accuracy (%) - this metric represents the proportion of predictions that the

model made correctly relative to the total number of samples. This metric performs well only if
there is an equal number of samples belonging to each class.

Precision (TPTfFP) - this metric represents the proportion of predicted anomalous samples

that are indeed anomalous.
Recall (TPTFN) - this metric represents the proportion of anomalous samples detected by the

model.

F1 (2 * M) — this is a weighted average of accuracy and memorability. This
precision+recall

metric can tell you how accurate and reliable the model in question is [26, 27].

Using the given formulas, the metrics Accuracy, Precision, Recall, and F1 were calculated,
and the results are presented in the form of a histogram in Figure 5.
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Figure 5 — Performance Metrics Comparison

To enhance the model's performance, it was decided to compute the values of the Kappa
Coefficient and the Jaccard Index (table 2) [28].

The Kappa Coefficient provides valuable insight into the agreement between the model's
predictions and the true labels, accounting for random chance. This makes it useful for assessing
classification quality, comparing models, and evaluating clustering quality. The Kappa Coefficient
is a powerful tool for a more precise evaluation of model performance in Al tasks.

The Jaccard Index is a metric that measures the degree of similarity between two sets. In Al,
it is often used to assess the quality of binary classification, clustering, and anomaly detection. The
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Jaccard Index helps evaluate the accuracy of classifiers, especially when interested in positive

results, such as in rare events or anomaly detection tasks.

Table 2 - Results of the Metrics for Kappa Coefficient and Jaccard Index

Traffic Accuracy | Precision | Recall F1 Kappa Jaccard Index
Coefficient

Normal 0,9925 0,9925 0,9925 0,992503 | 0,984479 0,9843

Anomalous | 0,9925 0,9925 0,9960 0,9912 0,9633 0,9223

Thus, using the classification threshold determined by the Kappa Coefficient and Jaccard
Index metrics, the F1 scores achieved are 0.97 and 0.95, respectively, which represent the best-
obtained evaluation of the classification quality of the developed neural network model.

Discussion.

The study presents the results of testing five types of Al (MLP, GRU, LSTM, CNN, and
RNN) for binary classification tasks aimed at detecting attacks (Table 3).

Table 3 — Performance evaluation of Al

Accuracy Recall Precision F1-5core time to traim  time to predict  total time
MLP (PyTorch) 04.95% 9498% 94.98% 94.93%
GRU (PyTorch) §96.34% 96.34% 06.34% 96.34%

26.32%

96.32% 96.32%

LSTM (PyTorch) 96.32%

&30.2

1150.2

CHNM (Pytorch) 99.20% 99.20% 99.18%

1150.0

20.20%

RNM (Pytorch) 90.20% 80.20%

Table 3 presents a comparison of the effectiveness of four Al methods using four different
performance metrics.

The study employed supervised learning. After tuning the model parameters, an Al
architecture with a minimal number of layers was used. The configurable parameters were set to a
learning rate of 0.001 and a batch size of 2000 (Figure 6).
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0.7 4
= Training Loss

——— Validation Loss
0.99

0.6

0.5
0.98

0.4

Loss

0.3 A

\
0.96 - 0.2

0.1

—— Training Accuracy
0.95 —— Validation Accuracy

T T T T T T T 0.0 T T T T T T T
0 5 10 15 20 25 30 o] 5 10 15 20 25 30
Epoch Epoch

Figure 6 — Training schedule for CNN (PyTorch)
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According to the results shown in Figure 6, the training process was stable and no overfitting
was observed. The model's accuracy was 0.9924, and the error loss was 0.0334.
Figure 7 displays the confusion matrix for the four Al models.

Confusion Matrix
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Figure 7 — Confusion Matrix

Based on the data from Figure 6, the total number of correctly predicted instances for the
Normal class is 69,865, while the number of incorrect predictions is 969. The overall total number
of correctly predicted instances is 133,921, with incorrect predictions totaling 1,010, which
represents less than 1%.

Preprocessing and feature selection are crucial steps before implementing Al methods. The
preliminary implementation of data preprocessing and testing critical functions could improve
accuracy by approximately 47%. Thus, in this study, the proposed model demonstrated promising
results after selecting important and influential features and applying the appropriate Al model.

Conclusions.

The conducted research demonstrated that using a correlation matrix for feature selection
and applying a neural network enables the development of an effective system for attack detection.
With the selected number of features, the classification scores achieved, according to the Kappa
Coefficient and Jaccard Index metrics, were F1=0.97 and F1=0.95, respectively, marking the
highest classification quality for the developed neural network model.

The UNSW-NB 15 dataset used in this study was divided into 80% for training the models
and 20% for testing. The effectiveness of the four methods was compared on only 31 instances
from the selected dataset using a sample selection method. Among the models tested, CNN
achieved the highest accuracy at 99.21%, surpassing all other models. The LSTM model ranked
second with an accuracy of 96.33%, followed by the GRU model with an accuracy of 95.90%. The
MLP model was in fourth place with an accuracy of 94.76%, while the RNN method achieved the
lowest accuracy at 90.15%.
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Exploring various types of Al, and analyzing and comparing them, will further aid in
optimizing neural network parameters, thereby reducing computational resource costs for the
system. The evaluation of the Al model's performance using the Kappa Coefficient and Jaccard
Index demonstrated effective classification threshold results, which enhanced the accuracy of
anomaly detection in network traffic.

Having an intelligent system capable of detecting intrusions significantly contributes to
ensuring user privacy and security. Future work could focus on classifying different types of
attacks on cybersecurity systems. Additionally, classification accuracy could be improved by
employing integrated methods that combine multiple individual classifiers.
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KEJIVIIK TPAOUK AHOMAJIUAJIAPBIH AHBIKTAY YIIIH ’KACAH/IbI
HUHTEJVIEKT 9AICTEPIH KOJIIAHY

AHnoamna. Axnapammoul MexHONOSUANAPObIY OAMYbl  AKNAPAMMBIK  pecypcmapobly
Kayincizoicin Kammamacsls emyoiy Maybl30bLIbleblH Kepcemyodi dcaneacmulpyod. Aknapammuolx
Kayinmepoiy apmypiai mypaepiHiy Kebewi wabyvlioapovl amblKmayovl —KUblHOAmMaobi.
3epmmeyodiy makcamel manan emilemin AaHLIKMAY CANACLIHA KON JHCEeMKI3y YuliH mpagux
9NleMeHmMMmMeEPIHIY CAHbIH a3atmy Ke3iHoe wadyblioapobl AHbIKMAY YWIH HCACAHObL UHMENNeKm
adicmepin Kondawy O6onvin madwvliadel. Al yipemy ywin owceninik mpagukmeei wabyvli
MYMKIHOIKMEpPIH 0271 aHbIKMAl alamvlH HCOAPLL CANAIbl 0EPeKmep HCUbIHMBIZbIH JHCACAY
Kasicem. UNSW-NB 15 Oepexmep HCUHARLIHOA OKbIMBIIZAH HCACAHObL UHMELIeKmmi KO10aHa
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OMBIPLIN  YCHIHBLNRAH MACIL HCENNK wadybli0apovly moevl3 mypin Kammumbsin: Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode oicone Worms.
Hepexmepoi enoey yuin Pytorch sicone Pandas kimanxananapol 6ap Python mini naiioanansiios.
bazoapramanvix mo0yavoiy ewnimoinicine manday owcacanovl, Kappa xosghguyuenmi dicone
Kakkap umnoekci cusakmol exinik 6Oazanay a0icmepi KoIOaHuLIObl. Ycvinbliean Al mooeniniy
muimoiniei scikmey Kopcemkiwmepi apkwlivl bazananaosi: Accuracy, Precision, Recall scone F1
Score. Opmypai MyMKIHOIKmMeP HCUBIHMBIELIMEH 23IPJIeHeeH MOOenbOi mecminey bec mayoai2an
MYMKIHOIKMI Nauoaniamy kesziHoe MOO0enbOiH KAIbINMAaH Mblc Mpapukmi dHco2apvl candaivl
bondicayea Ko dicemkizyee MYMKIHOIK Oepeminin kopcemmi. Al mooeniniy ewnimoiniei Kanna
Koappuyuenmi men Kaxkap unoexci apkviivl 6aeananovl. Anvinzan Hamudicenep OO0UbIHULA
KaaccupuxkayusHovly muimoi wiekmepi ecenmenoi, Oyl KalblNMaH MulC mpagukmi 0Ooaicay
canacvln Jcakcapmmul. basanay mamuowcenepi kepcemxenoet, UNSW-NB 15 oepexmep
JHCUHARLIHOA d3IpNeH2eH MOoOelb MmpagpuKk aybimKyIapblH 021 AHLIKMAU alaodvl, OCbLIAUWA
aKnapammuix pecypcmapovly aknapammolk Kayincizoieine biKnai emeoi.

Tyuiin ce30ep: oiceninik mpaguk, HcACaHObl UHMENLIEKM, HEeUPOHObIK Jiceninep,
wabyvlioapovl anvikmay, oepexmep cunazvl, UNSW-NB, Kappa xosgguyuenmi, Kaxxkapo
UHOEKCI.

INPUMEHEHHME METOJOB UICKYCCTBEHHOI'O HHTEJIJIEKTA JJISA
OBHAPYKEHUS AHOMAJIMMA CETEBOI'O TPA®HUKA

Annomayusn. Pazsumue ungopmayuonuvix mexHono2ul npoooadcaem 6vlosucams Ha
nepaulil NIAH 8ANCHOCMb 0OecnederHus: Oe30nacHOCmu UHMOPMAYUOHHBIX pecypcos. Pacmywee
KOUYECmE0 PA3IUUHBIX U008 UHGOPMAYUOHHBIX YePO3 VCI0HCHAem 0OHapysceHue amax. Llenw
UCCeO08AHUSL — NPUMEHEHUE MeNO0O08 UCKYCCMBEEHHO20 UHMELLeKmMAa OJisk OOHAPYI’CEHUST AMaK
APU MUHUMUBAYUU KOTUYECTNBA DTIEMEHMO8 MpapuKa 015 00CMUdiCeHus mpeoyemoco Kaiecmea
obnapyoicenus. [[na ooyuenus UHU HeoOX00umo co30amov 6b1COKOKAYECMBEHHbI HAOOP OAHHbIX,
NO360AI0WULL MOYHO BbIAGNIAMb 0COOEHHOCMU amakKu 8 cemesom mpaguxe. B npednacaemom
no0Xo0e UCNONb3Yemcs UCKYCCMEeH bl unmeniekm, ooyuennvitl Ha oamaceme UNSW-NB 15,
KOmMopulil 6Kkatouaem 6 cebs dessimvs munoe cemesvix amax. Fuzzers, Analysis, Backdoors, DoS,
Exploits, Generic, Reconnaissance, Shellcode u Worms. /{rs peanuzayuu ucnoavsyemces Python ¢
oubruomexamu Pytorch u Pandas oas  ob6pabomku Oaunvix. Buln  nposeden ananus
NPOU3800UMENLHOCIIU NPOSPAMMHOZ0 MOOYIS, A MAKIHCE NPUMEHEHbL MEMOObl O80UYHOU OYEHKU,
maxue kax koagguyuenm Kanna u unoexc Kaxxapa. Igghexmusnocmv npedioxirceHHou mooenu
HU oyenusaemcs ¢ nomowpio mempuk kraccugpuxkayuu: Accuracy, Precision, Recall, F1 Score.
Tecmupoeanue pazpabomanHol MOOenu ¢ pasiudHbIMU HAOOpaMu NPU3HAKO8 NOKA3AN0, 4MO
MOOeNb N0360J1s.em 00CMUdb 8bICOK020 KAYeCMEd NPOSHOUPOSAHUSL AHOMATLHO20 MpaguKa npu
UCNONB308AHUU NAMU 8bIOPAHHBIX NPU3HAK08. [IpouzeooumenvHocms modenu MU oyenusanace ¢
nomowvio koappuyuenma Kanna u undexca JKaxxapa. Ha ocnoee nonyueHHuIX pe3yibmamos
Ovliu  paccuumanvl  IPpekmuenvie nopocu  Kiaccuukayuu, UYmo NOBbICUNO KA4ecmeo
NPOCHO3UPOBAHUSL  AHOMANLHO20 mpaguka. Pesyrbmamvl  oyeHxku nokaszviearom, umo
paspabomannas mooenn, odoyuennas Ha nabope oannvix UNSW-NB 15, moocem mouno evisignsime
anomanuu mpaguxa, mem camvlmM cnOCOOCMEYs 6€30NaACHOCMU UHPOPMAYUOHHBIX PECYPCO8.

Knwouesvie cnoea: cemesoil mpaghux, UCKYCCMEEHHbII UHMENLEKN, HEeUpOHHble Cemu,
obHnapyicenue amax, Haoop dannvlx, UNSW-NB, xosgpdpuyuenm Kanna, unoexc Kakkapoa.
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